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KoMaHabl docker

MonksoYeHe K OCHOBHOMY MPOLLeCCY KOHTelHepa - docker attach CONTAINER

BbiBOO nHopMauum o0 NnoTpebaeHnn KOHTENHePaMn CUCTEMHbIX PECYpPCOB - docker container
stats

BbiBO4 MHOPMaLKMM O NpoLLeccax BHYTPM KOHTenHepa - docker top CONTAINER

OcTaHOBKa BCeX 3anyLEeHHbIX KOHTENHEPOB - docker stop $(docker ps -q)

YnaneHne Hemcnosb3dyeMbix 06pa3oB - docker rmi $(docker images -q -f dangling=true)
MonHoe yaaneHne faHHbIX HENUCMNOJIb3yEMbIX KOHTENHEPOB - docker system prune -a --volumes

OTobparkeHne nameHeHnm B ®C KOHTENHEpPA B CPAaBHEHUN C MCXOOHbLIM 06pa3oM - docker diff
CONTAINER

Mony4yeHne CTaTUCTMKK MO BCEM paboTaloWwmMM KOHTeNHepaM - docker stats $(docker inspect -f
{{.Name}} $(docker ps -q))



CoBeThbl N CeKpeThl

KpaTkune pelleHnsa 1 no ACKa3Kun



CoBeTbl U CEKpEeTHI

[ opaYnMe KnaBuLLN

OTKNO4YEHME OT KOHTeNHepa 6e3 ero oCTaHOBKW - Ctrl+P, Ctrl+Q (paboTaeT TONbKO nMpu
noaKyYeHnUn ¢ paaramm -it)



CoBeTbl N CeKpeThl

Pa3Hoe

MooknioyeHne K b Postgres B KOHTeNHepe - docker exec -it <postgres-container-name> psql -U
<dataBaseUserName> <dataBaseName>



Co3aaHne cobCcTBEHHOro
XpaHunnwa obpasos
(container reqistry)

YTo Takoe container registry?

Container registry — 3T0 KaTan0rM3MpoBaHHOE XpPaHUINLLE, N3 KOTOPOro MOXKHO U3BNEKaTb
0bpa3bl KOHTENHEPOB N KyAa MX MOXKHO 3anucbiBaTb. Obpa3bl rpynnupyoTcs B peno3nTopumn —
KOJIJTIEKLUMN CBSI3aHHbIX 06pa30B C 0AMHaKOBbIM Ha3BaHMeM. Hanpumep, B peectpe oT Docker Hub

nginx npeacrtasnseT cobonm peno3nTopun, coaep xalnim pasnnvHble Bepcum obpa3os nginx.

HekoTopble peecTpbl ABAAOTCA NYyOANYHBIMWU, TO €CTb pa3MeLlléHHble B HUX 0bpa3bl A4OCTYMHbI
nobomy nonb3oBaTento NMHTepHeTa. [NybnnydHble peectpbl Bpoae Docker Hub oTnnyHo nogxoast
Onda xoctnHra Open Source-npoeKToB.

C apyron CTOPOHbI, NpUBaTHbIE peecTpbl obecnevymBatoT 6€30MacHOCTb U KOHPUAEHLUNANBHOCTb
0J151 KOPNopaTMBHOIO XpaHunuiwa obpa3oB BHE 3aBUCMMOCTW OT €ro pacrnosioeHns — B obnake
nnu on-premise. Takne npruBaTHbIE PeeCcTpbl HaCcTO BKJKOYAIOT B cebA pacluMpeHHble PYyHKLNN
0e30MacHOCTU U TEXHMYECKYO NoaaepXKy. Boibop NpmBaTHLIX peecTpoB AOCTaTO4YHO boraT —

Amazon ECR, GCP Artifact Registry, GitHub Container Reqgistry. Docker Hub Tak>xe nogaep>xnusaeT

NPMBATHbIE PEMO3UTOPUMN.

Pa3paboTynkn B3anMoaencTBYIOT C container registry ¢ nomMoulblo KoMaHA docker push W docker
pull:

docker push docker.io/pliutau/hello-world:v0

# B cnyyae Docker Hub MoxHO nponycTWTb 4acTb, OTHOCAWywWCA K registry.

docker push pliutau/hello-world:veO

CtpykTypa URL-agpeca obpa3a KoHTeNHepa:

docker pull docker.io/pliutau/hello-world:v0@sha256:dcllb2...
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peecTp peno3nTtopuin Ter panpoxect


https://hub.docker.com/_/nginx
https://aws.amazon.com/ecr/
https://cloud.google.com/artifact-registry/docs
https://github.com/features/packages

3a4yeM pesiaTb CBOW container registry?

NHorga BmecTo Toro, 4Tobbl NoslaraTbCa Ha rOTOBOE pewleHne oT npoBangepa (Hanpumep, oT
AWS nnun GCP), pa3yMHO 3aBecTu cobCcTBEHHOE XpaHuanuwe obpa3os. MNa0Cbl Takoro noaxoaa B
TOM, YTO peecTp OCTaéTCA NOSHOCTbIO NOA BAaLUMM KOHTPOJIEM — Bbl HE 3aBUCUTE OT CTOPOHHMUX
BEHOO0POB. B HEKOTOPLIX peryanpyemMbix oTpacnsax 3To obasaTenbsHoe TpeboBaHue.

CobCcTBEHHbIN peecTp paboTaeT Ha BallUX cepBepax. Bbl MoXKeTe KOHTPOJINPOBATL €ro
KOH(UIrypaLuio 1 MecTo pa3MelleHns 06pa3oB KOHTENHEPOB. B To )xe BpeMsl 3TO COMPsIXXeHO C
3aTpaTaMun Ha 06CNyXNBaAHME U 3aLLUNTY.

CyLLEeCTBYIOT pa3/inyHble peLleHnst C OTKPbITbIM UCXOAHbLIM KOAOM AJ1s OpraHu3aumnm container

registry. Hanbonee nonynspHoe 13 HMUX Ha3biBaeTCs registry. OHO Tak>XXe yNaKoBaHO B KOHTENHep
1N MO3BONSET XPaHUTb U PacnpoCTpaHATb 0bpa3bl KOHTENHEPOB N apTedaKThl.

YT106bI 3anycTUTh registry Ha cepBepe:

1. YctaHoBuTe Docker n Docker Compose Ha cepsep.

2. HacTponTe 1 3anycTuTe KOHTENHep C registry.

3. 3anycTtuTe nginx ans obpaboTkm TLS n nepeHanpaBiieHNs 3aNpoOCOB B KOHTENHep C
registry.

4. YcTaHoBUTe TLS-cepTuUmnkaTbl N HACTPONTE OOMEH.

CepBep

MO>XHO BOCMNO/Ib30BaTbCA N0OLIM CepBEpPOM, KOTOPbLIN NoaaepxusaeT Docker, Hanpumep
aponnetoMm DigitalOcean ¢ Ubuntu. Ing 3Ton AeMOHCTpaUnm g UCNosib30Bas BUPTYaslbHYO
MawwunHy ¢ Ubuntu B Google Compute Engine:

neofetch

# 0S: Ubuntu 20.04.6 LTS x86 64
# CPU: Intel Xeon (2) @ 2.200GHz
# Memory: 3908MiB

Tenepb B BUPTYasbHYO MallMHY HY>XHO ycTaHoBUTb Docker n Docker Compose. Docker Compose
Heobs3aTeNeH, HO yNpoLaeT ynpaB/aeHNe MyJIbTUKOHTENHEPHBLIMU MPUIOXKEHUAMN:

# YctaHasnueaem docker u docker-compose.

sudo snap install docker

# lpoBepseM MNpaBUIbHOCTb YCTaHOBKMU.
docker --version

docker-compose —version


https://hub.docker.com/_/registry

HacTponka container registry

MpuBen&HHLIN HUKe (hainl compose.yaml co30aéT KOHTenHep peecTpa C TOMOM L1 XpPaHEeHUSA
06pa30B 1 TOMOM ON15 XpaHeHus dhanna naponen.

services:
registry:

image: registry:latest

environment:
REGISTRY _AUTH: htpasswd
REGISTRY AUTH HTPASSWD REALM: Registry Realm
REGISTRY AUTH HTPASSWD PATH: /auth/registry.password
REGISTRY STORAGE FILESYSTEM ROOTDIRECTORY: /data

volumes:

# MoHTupyeM ¢ann naponen.

./registry/registry.password:/auth/registry.password

# MOHTUPYEM OWMPEKTOPMI0 C AaHHbLIMK.

./registry/data:/data
ports:

- 5000

®dann naposien, 3aaHHbI B REGISTRY _AUTH HTPASSWD PATH , UICMOJIb3yeTCA A1 ayTeHTudmnkaymm
MoJsib30BaTesIeEN, KOraa Te 3arpy>katoT obpa3sbl B peecTp Uim n3BnekarT ux u3 Hero. Co3ganTe
hann naponen c NOMOLLbIO KOMaHAbl htpasswd , @ TaKXXe OUPEKTOPMUIO A8 XpaHeHMA o6pa30B:

mkdir -p ./registry/data

# YcTtaHaBnuBaeM htpasswd.

sudo apt install apache2-utils

# Co3paéM dann password. lMs nonb3oBaTtens: busy, naponb: bee.

htpasswd -Bbn busy bee > ./registry/registry.password

Tenepb MOXHO 3anyCTUTb KOHTelHep registry. Ecnu Bcé paboTaeT Kak Hado, Bbl yBManUTE
chepytouiee coobuieHmne:

docker-compose up

# registry | level=info msg="listening on [::]:5000"

SSL-cepTudunkaTbl N NGinx



Kak y>Xe roBopuaoCb, MOXXHO UCMNOJIb30BaTb Nginx aasa obpaboTku TLS-Tpaduka n
rnepeHanpaB/ieHNs 3anpoCcoB K KOHTenHepy registry. Docker registry ans pabotbl TpebyeTtcs

0enCcTBUTesIbHbIN LoBepeHHbIN SSL-cepTudumnkaT. MOXXHO BOCMOJ/Ib30BaTbCHA CepBUCOM Bpoe Let's

Encrypt nnm nony4nTb ero Bpy4Hyto. Yoeamtech, 4TO JOMEHHOe MMS yKa3blBaeT Ha Baw cepsep (B
MOEM criyyae registry.pliutau.com). 1na 3Ton cTaTbn 4 NOAYy4YUN cepTudmnKaTbl C MOMOLLBIO

certbot 1 noMecTun nUx B KaTanor ./nginx/certs .

Mockonbky Docker registry paboTaeT B KOHTeNHepe, NginX TOXXe MOXKHO 3anyCTUTb B KOHTenHepe.
HobaBnM COOTBETCTBYIOLWMIA CepBUC B hans compose.yaml:

services:

registry:
# ...

nginx:
image: nginx:latest
depends_on:

- registry

volumes:

# MoHTupyeM KoHdMrypauuw nginx.

./nginx/nginx.conf:/etc/nginx/nginx.conf

# MoHTupyeM cepTudukaTbl, nony4vyeHHole oT Let's Encrypt.

./nginx/certs:/etc/nginx/certs
ports:
"443:443"

A BOT npumep anna KoHpurypaumm nginx.conf:
worker processes auto;
events {

worker connections 1024;

http {
upstream registry {

server registry:5000;

server {

server name registry.pliutau.com;


https://letsencrypt.org/
https://letsencrypt.org/
https://certbot.eff.org/

listen 443 ssl;

ssl certificate /etc/nginx/certs/fullchain.pem;

ssl certificate key /etc/nginx/certs/privkey.pem;

location / {

# BaxHbln napameTp ona 6onbumnx o6pa3os.

client max_body size 1000m;

proxy pass http://registry;
proxy set header Host $http host;
proxy set header X-Real-IP $remote_addr;

proxy set header X-Forwarded-For  $proxy _add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;

proxy read timeout 900;

Bcé rotoBso

Mocne 3Tux WaroB MOXXHO 3anyCKaTb KOHTeNHepbl registry n nginx:
docker-compose up
Bxoounm B peecTp:

docker login registry.pliutau.com

# Username: busy
# Password: bee

# Login Succeeded

Bcé! Tenepb M0OXHO cobupaTb 0bpa3bl U MyLWNTb NX B COBCTBEHHbIN peecTp:
docker build -t registry.pliutau.com/pliutau/hello-world:v0 .

docker push registry.pliutau.com/pliutau/hello-world:vO

# vO: digest: sha256:a56ead... size: 738

Ha camoM cepBepe 3arpy>XeHHble 06pa3bl XxpaHATCca B aAnpektTopun data:



1s -la ./registry/data/docker/registry/v2/repositories/

Ipyrne BapuaHThI

Cnepysa npuBeaE&HHOMY Bbillie MpuMepy, COBCTBEHHbIN PeecTp Tak)Ke MOXKHO 3anyCcTUTb B

Kubernetes. Unn Mo>xHO BoCnosib30BaTbCs mManaged-cepsmucom Bpoae Harbor — Open Source-
peecTpoM C NPOABMHYTbIMU BO3MOXXHOCTSMU B ob6nacTtn 6e3onacHOCTN, coBMeCcTUuMbIM ¢ Docker u
Kubernetes.

TeMm, KTO NnpeanoynTaeT paboTaTb Yepes Nob30BaTENbCKUN NHTepdeNnc, pekoMmeHayto obpaTnTb

BHMMaHWe Ha NpoeKkTbl Bpoae joxit/docker-registry-ui (ero TakXxe MO>XHO 3anyCTUTb B OTAEJIbHOM

KOHTenHepe).

3aK4YeHune

C cobcTBEHHbIM peecTpoM Bbl NojsiyHaeTe MOJIHbIN KOHTPOJIb Had HNM. B TO Xe BpeMA BO3HUKAIOT
OOMONHUTENIbHbIE N3OEPXKKU Ha O6CJ'Iy)KVIBaHVIe n 3alLNTY.

Kaknmum 6bl HM 6171 NPUYNHBI 3aBeCTU COBCTBEHHbIN peecTp, Tenepb Bbl 3HAETE, Kak 3TO
coenatb. CpaBHMBaNTE pa3iMyHble BapuaHThl, BbibupanTe TOT, KOTOPbIN Ny4ylle BCEro
COOTBETCTBYET BallMM noTpebHoCTAM.

NcxoaHMKM gnsa 3Ton CTaTbM AOCTYMNHbI Ha GitHub.


https://goharbor.io/
https://github.com/Joxit/docker-registry-ui
https://github.com/plutov/packagemain/tree/master/26-self-hosted-container-registry

