Kubernetes

K8s - cuctema opkecTpaumm KOHTEAHEPOB

e OCHOBHbIe KOHLIeNLUWK ceTeBon apxnuTekTypbl Kubernetes, a Takxxe CNI, Service Mesh un

T.0.
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Boobule no 3agymke Kubernetes npnaep>xnBaeTcs MOAENM MJIOCKON CETKU, rAe BCe NoAbl U y3Jbl
MoryT cBob6oagHO obMeHMBaTbCa TpadrkoM no IP 6e3 NAT. Ho K HacTosLLLEMY BPEMEHU KAapPTUHA
HEMHOr0 YCNOXHWUIACk, 4TOObI y4ecTb TpeboBaHUs 6e3onacHOCTM 1 apyrme TpeboBaHns —
nobasmnnce CNI naarnHel 1 MHOIO BCEro Apyroro, 4To Mbl HM>XXe 1 obcyanm
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Pod u mopgenb cetn. Kaxxabin Pod B Kubernetes nony4aeT yHukanbHbIn IP B Npegenax kKnacrepa.
Bce moabl HaxoaAaTCa B 0AHOM CeTeBOM Hemmcnence, 6narogaps 4emy nobonm Pod moxeT
0OCTy4YaTbCs A0 Ntoboro Apyroro HanpsiMyto (ecav He orpaHNYeHo noanTukamm). IP, koTopbin Pod
BUOMT y cebs, coBnagaeT C TeM, N0 KOTOPOMY €ro BUAAT OCTaJibHble - HUKaKnx NAT BHYyTpwu
KnacTepa HeT. OTO yrnpoLlaeT B3aMMoOeNnCTBNE CEPBUCOB: HECKOJIbKO MOAOB MOryT CAyLlaTb OAWH
N TOT »Xe NopT (y Kaxgoro ceow IP), ncknoyasa KOHQPANKTbI MOPTOB.

CNI - nnaruH ceteBoro nHrepdgenca. Kubernetes He peannsyeT ceTeBble QPyHKLUUM caM Mo cebe
- 3Ty poJib BbINOJHAT nnarnHel Container Network Interface (CNI). UmeHHo CNI HacTpanBaeT
ceTeBble MHTepdencsl NOA0B, BblaenseT uMm IP, HacTpanBaeT MapwpyTusauyuto 1 T.4. Kubelet Ha
Ka)xgoM y3ne BbidbiBaeT CNI-nnarvH npu 3anycke/yganeHnn nonos, 4Tobbl co3aaTh/ybpaThb
nHTepdencel u MappyThl. CywecTByeT MHOXecTBO CNI-peanusauunnm (Calico, Flannel, Cilium etc.),
KoTopble peann3ytoT 6ba3oBblie TpeboBaHusa moaenu Kubernetes (ckBo3Has |IP-CBA3HOCTb MoOa0B)
pa3HbIMK cnocobaMu — Yyepes oBepienHble ceTn, MapLupyTulauuto BGP, eBPF n np.

Kube-proxy. 115 opraHmsaunm goctyna K Service Kubernetes ncnonb3syet komnoHeHT kube-
proxy, 3anyLeHHbIN Ha Ka)xaoMm y3ne. OH oTBeYaeT 3a BupTyaibHble IP cepBucos (ClusterlP) n
6anaHCMpoOBKY Tpahuka OT CepBMCOB Ha noAbl. UcTopnyeckn kube-proxy ncnonbsyeT npasuna
iptables (nnu IPVS) B aape Linux 418 NpOKCUPOBaHMSA: MpK Co30aHUM Service n CBsA3aHHbIX
Endpoints kube-proxy nobasnseT Habop npasun NAT, 4TobblI NepexBaTbiBaTb MakeTbl Ha IP
CcepBuCa 1 nepeHanpaBaaTb X Ha IP ueneBble Nnoabl. B pexxume iptables kaxgas HoBasa cny>xba
nobasnaeTt npaBuna (Npencrasnsete cebe KONMYECTBO 3TUX NPaBU B BbIBOAE iptables -L -n -v
)); B pexxnme IPVS ncnonb3syetcsa BHyTpeHHUN 6anaHCUPOBLIMK sapa, YTO NOBbILLAeT
NPOU3BOANTENBLHOCTb Ha Bonblnx Knactepax (IPVS nyywe macwTabupyeTcs, noanepxmsaet
6osble anropnTmoB 6anaHcupoBkn n 6onee acpgekTmeeH npu 1000+ cepsumcos).

CeTeBble cepBucbl Kubernetes. [laBanTe HEMHOI0 BCMOMHMM OCHOBHbIE TUMbI Service:

e ClusterlP — BupTyanbHbIN BHYTPEHHUI aApec AN A0CTyNa K MPUIOXKEHNIO BHYTPU
kKnacTepa. 3anpockl Ha ClusterlP pacnpegenstoTca mexay nogamm (3HAMOMHTaMN) 3TOrO
cepsuca nocpeanctsom kube-proxy (c ncnonb3zosaHunem iptables/IPVS).

e NodePort — Kak cnegyeT 13 Ha3BaHUsA, CEPBUC NOJly4aeT PUKCUPOBAHHbLIA MOPT Ha
Ka>[0M y3Jie, 4epe3 KOTOPbIA JOCTYMNeH n3BHe (NnoaxoauT ANs NpocToro rnpobpoca
rnopTa, HO BPYYHYIO YyNpaB/saTb He O04eHb yO06HO).

o LoadBalancer — nHTerpaumusa c BHeWHUM 6anaHCMPOBLNKOM (00bIYHO 06N1a4YHbIM).
Kubernetes cam 3anpalwunBaeT y npoBanaepa BHelwHUN IP/6anaHCNpPOBLLNK 1
NpuBA3bIBaeT €ro K CepBucy.

e Headless Service ( ClusterIP=None ) — ocobnin cny4an, korga DNS-cepsuc Kubernetes
Bo3BpaLllaeT IP Bcex nonoB 6e3 BupTyasnbHOro IP, no3Bonas KineHTam peasan3oBaTb CBOWN
anropuT™ 6anaHCMpoBKM U obHapyxeHuns.
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Ingress. Ingress-pecypc B Kubernetes npenctasnset L7-mapwpytusauyuio (HTTP/HTTPS),
onpepenas npasunaa, Kak BHewHMe 3anpocol (Mo URI, XoCTy 1 T.4.) HanpaBaAaTb Ha CEPBUCHI
BHYTpM KNnacTtepa. OgHako cam no cebe obbekT Ingress — nub KoHpUrypaumns (06bvekT B API
Kubernetes); nns ero paboTbl Hy>XeH Ingress Controller — oTAeNbHbI KOHTPONNEP/NPOKCH,
KOTOPbIN CNnegnT 3a obbekTamum Ingress n Ha nx ocHoBe ynpasnseT L7-npokcu (Hanpumep, Ha 6aze
NGINX, Envoy, Traefik n Ta). Kubernetes He nocTasnsfeTcsa ¢ KOHTpoJsisiepoM Ingress n3 Kopobkn —
aJMWH CaM py4YKaMu yCTaHaBIMBaeT NOAXOAALLMNN

NetworkPolicy. No ymon4yaHuio, cetb Kubernetes nosHocTblo 0TKpbITa (NJI0OCKas ceTh,
obcyxnanu Bblile): ntobon Pod MoxkeT obpallaTbcsa K lobomy apyromy. Ho cyuiectsyeT crnocob
N3MeHUTb Takoe noeegeHune, n NetworkPolicy — 3To TOT caMbln 06bEKT, KOTOPbIA MNO3BOSIAET
OrpaHNYNTb 3TOT TpaduMK, 3a4aB NpaBua Ha YpoBHe NoaoB 1 namespace. NetworkPolicy
paboTaeT NPMMEpPHO Tak — MO yMmon4aHuio Pod npuHuMaeT BCE, HO eC/IN K HEMY NPUMEHEHa XOTH
6bl 04Ha NONNTMKA, TO Ha4YNHaeT 6N1OKMPOBaATLCA BCE, 4TO HE pa3peLleHo B npaBuaax. NoanTmnkm
MOryT OrpaHMU4YMBaTh BXOAAWMNN (ingress) n/unm ncxooawmin (egress) Tpapuk Ha ocHoBe
CesieKTOopOoB NOA0B, hamespace 1 NopToB. Hanpumep, MOXKHO pa3pewmnTb JocTyn K B ToNbKO 13
MOJOB C METKOW app=backend TOrO e HeWMcCrenca, nim soobLie n3o0ampoBaTb Cpeny, 3anpeTus
BCEM NoJaM BbIX0[ B MHTEPHET, KpoMe cneumnanbHbiX. NetworkPolicy — 3To 06bekT Kubernetes,
Ho obecne4ymBaeT ero BbinosHeHne cam CNI-nnarunH (nosatoMmy Heobxoamm Bbibop CNI ¢
NOALAEPXKKOWN CeTeBbIX NONNTUK, Takux Kak Calico, Cilium, Weave, Antrea un ap.; a BoT npocTbie CNI
Bpoae Flannel urHopupytoT NetworkPolicy). B cno)xHbix cueHapuax 6e3onacHOCTM O4HOWN
NetworkPolicy Mo>xeT 6bITb Masio - TOrAa Ha MOMOLLb NPUXOAAT cepBuc-mewn (MTLS, nonnTunkn
Ha OCHOBE MAEHTUUKaLNM CeEPBMCOB N TA, 06CyanM 3TO 4y Tb Aanblue).

DNS. B knacTtepe Kubernetes aBToMaTu4ecku pa3BépHyT DNS (CoreDNS) gnsa paspelleHns nMéH
cepBuncoB 1 Nonos. Kaxgomy cepsucy npmcesamsaetcss DNS-nma Buga <my-svc>.<my-
namespace>.svc.cluster.local . [log kanoToMm Kubernetes oTcne)xxnBaeT cobbITUa co3gaHus
CepBMCOB N 3HAMNONHTOB N reHepupyeT/obHoBnseT DNS-3anncn. bnarogapsa aToMy NpUIOXKeEHUS
MOryT obpallaTbCa Opyr K Opyry no 1orn4ecknm nmeHam. Takxke kubelet Ha y3nax nponuceiBaeT
B DNS 3anucm gna yoobctea (Hanpumep, <pod-ip-address>.<my-namespace>.pod.cluster.local OJs
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00CTyna K KOHKpeTHoMY Pod rno nmeHn).

MpomMexyTouHble BbiBOAbI: Kubernetes obecne4ynsaeT Nnockyto ceTb 4S5 NOL0B, BBOAUT
BUPTYabHble cepBuchl ¢ banaHcupoBkon (ClusterlP / NodePort / LoadBalancer) n L7-
MapLpyTM3aumio Yepes Ingress, a 3a 6e30MNacHOCTb OTBEYaeT MEXaHM3M CeTeBbIX MONNTUK. Bcé
3T0o peanmsyeTtcs B cBA3ke ¢ CNI n kube-proxy, KoTopble HacTpanBaloT CETEBbIE MPUMUTUBLI A4pa
Linux (veth-nHtepdencsl, mapwpyThl, iptables n gp.).

CoBpeMeHHble CNI-nnarmHbl

Beibop CNI-nnarnHa onpepenseT, kKak MMeHHO ByayT coegnHeHbl NoAbl B KnacTepe: npsiMas
MapLUpyTMU3aLKns, OBepieHble TYHHENW, NCnoab3oBaHne eBPF n 1.4. Mo MonM owyLeHnsaM n
HabnogeHnaM, KOTopble B NPUHLMIME COOTBETCTBYIOT CTAaTUCTMKE, 0CO060 YaCTO MCMNO/b3YOTCA
Takme CNI-nnarvHbi:

e Flannel — (oH ewé »xuB)) npocTtenwmnn L3-osepnen ot Core0S. Kaxgomy y3ny
BblAenaeTca NoAceTb AJ1A NoJ0B, Tpahuk Mexay y3namum ynakosbiBaeTcs Bo VXLAN (no
ymondaHuio) unm UDP TyHHenn. Flannel 3anyckaeT Ha KakaoM y3se gemoHa flanneld,
KOTOpPbIN 3aHUMaeTCs pa3fadyen nogceten n NoOAAEPXKMUBAET MapLUPYThl (XPaHUT KOHDUr
B etcd wnm yepes APl Kubernetes). MaocCbl: MMHMMaNbHasA C/IOXKHOCTb, OANH BUHAPHUK,
paboTaeT U3 KOPOOKM AN NPoCThiX cueHapneB. MuUHycbl: HeT nogaep>xkn NetworkPolicy
(Tonbko obecnevynmBaeT CBA3HOCTb); NPU POCTE KNacTepa OBEPSIEN MOXKET CTaTb Y3KUM
MeCTOM, CKOPOCTb HWXe, 4eM Yy NpsaMoir MapwpyTusaumun. a, Flannel nogoepxusaeTt
IPsec ona wngpoBaHNs MexXXy3/10BOro Tpadunka, HO 3TO AOMNOJIHUTENbLHbLIA OBEPXEL
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OBeprenHas ceTb, cozgaBaemas Flannel

e Calico — CNI-nnaruvH ot Tigera, obecneymBatolmi Kak ceTb, Tak n 6eszonacHocTb. Calico
no ymosi4aHuto gesiaeT MapwpyTusaumio L3 yepes BGP: Ha Ka)xoM y3/ie areHT
QHOHCMpPYET B KJIACTEPHYIO CETb MapLUPYThl K CBOUM nogam (1mbo Yyepes NOSIHOLEHHbIN
BGP mexay y3namu, nmbo, B obnake, 4epes BGP-ceccnmn € ceTeBbIMU YCTPONCTBaAMU
npoeanaepa uan MapLpyTusaTopom). Mpu NpsamMon MapLpyTm3aunm nakeTol nayTt 6e3
AOMNOJIHUTENbHbIX 3ar0JIOBKOB, YTO AAET BbICOKYIO NMPOU3BOANTENIbHOCTbL. ECin BGP He
noaxoouT (Hanpumep, overlapping IP), Calico moxxeT paboTaTb 1 B pexxume osepnes (IP-
in-IP nnn VXLAN TyHHenu). CnnbHasa ctopoHa Calico — ceTeBble NONUTUKN: OH peannsyeT
Kubernetes NetworkPolicy (n cobcTBeHHble paclunpeHuns rnobanbHbIX NOANTUK), MO3BONASA
TOHKO KOHTPOJIMPOBaTb, KTO C KeM obuiaeTcs. Kpome Toro, Calico ymeeT wudpoBaTh
Tpauk Mexay Hogamun ¢ nomoubio WireGuard, nogaep>xmsaeT npoTokoJsibl Bpoae SCTP,
WHTErpupyeTcs C CepBmncC-MellaMmun ANs CKBO3HbIX NONNTUK Be3sonacHocTn. Mntochkl:
BbICOKas MPOM3BOAMTENbHOCTL (HET OBepsieHOM 0BEPTKM Ha KaXXKA0M NnakeTe),
npoABUHyTasa 6e30MacHOCTb, 3pesIoCTb (MCNOJSIb3YyeTCA MHOMMMU KOMMNAHUSMU B
npoAakLleHe; KCTaTu Npu ycTaHoBKe Kubespray ToXe npegnaraeTt UCNosib30BaTb
Calico). MUHYCBI: OTHOCUTEJIbHO C/IOXKHEee B HacTpouke, 4YeM Flannel (Hy>KHO NOHMMaHue
BGP/IP-nHpacTpyKTypbl); OTCYTCTBYET nogaep>xka multicast
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e Cilium — CNI HOBOro nokosieHnsa (Kak BCe ero ropao MMeHytoT), ncnosb3ytownin eBPF
ansa obpaboTkm Tpadmka npamo B agpe. Cilium ycTaHaBnmBaeT Ha y3nax cilium-agent,
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KOTOpbIN 3arpy>xaeT eBPF-nporpammel onsa peanmsaunm ceteBbixX pyHKUMRA. Cilium
noggep>XnBaeT aABa pexuma: osepnen (VXLAN) nnmn 6esoBepnenHyto MaplipyTusaumio (B
TOM 4ucne Yyepes BGP, ecnm nogkNto4nTb A0MNOHUTENbHO, 1Mo npamon routing npu
ceTeBon cBA3aHHOCTM y3n0B). Y Cilium B ¢hokyce He Tonbko L3/L4, Ho u L7 (application-
aware): MoXHo nucaTb NetworkPolicy ¢ dunbTpaumen no HTTP-3anpocam, NCnonbL30BaTh
identity-based policy, HabnogaTb 3a TPaMKOM C MOMOLLLbIO BCTPOEHHbIX MHCTPYMEHTOB
(Hubble) — Bcé 6narogaps BO3MOXXHOCTAM eBPF nepexBaTbiBaTb 1 aHaIM3NpPoOBaTh
nakeTbl Ha neTy. MAOCbI: BLICOKasA MPOM3BOANTENbHOCTb, 0CO6EHHO Ha 6onbLLNX
MaclTabax (eBPF obxonuntcs 6e3 Thicay iptables-npasun); 6oratas pyHKLWOHANIbHOCTb
(oT NetworkPolicy oo cepsuc-mewa, obcyamm Huxxe); nogaepxka multi-cluster
(ClusterMesh) ansa o6beonHeHUsA HECKONbKMX KNnacTepoB Ha 6a3se Cilium; akTusHoe
pa3BuUTME CO CTOPOHbI coobuiecTBa n komnaHun (Isovalent, Google n ap.). MUHyCbI:
TpebyeT coBpemeHHOro saapa Linux n onpeaenéHHbIX HaBbIKOB A1 OT/NIafAKW; HEKOTOpPbIE
BO3MOXXHOCTM (Hanpumep, BGP ans BHelwwHen MapLlipyTu3aummn) MoryT TpeboBaTb
OOMOSIHUTEsIbHOW NHTEerpauum nan codetaHusa ¢ apyrmum CNI; HacTporka multi-cluster c
Cilium cno>xHee, 4eM NCMOJIb30BaHNE CreynaaIn3npoBaHHbIX MHCTPYMEHTOB.
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e Weave Net — CNI oT WeaveWorks, peanusytowmin mesh-osepnein. Kaxxabln ysen
yCTaHaBAMBaeT COeANHEHNSA CO BCEMU APYTrMMUN — MOJyHaeTCs «MOJIHOCBA3HAA» CETb.
Weave Net ncnonbsyet cobCcTBEHHbIN NPOTOKON Ha ypoBHe sigpa (fast datapath) ons
YCKOpPEeHNA OO0CTaBKW NakeToB 6e3 NINWHUX NepeKItoYeHUn KOHTEKCTOB. Ecnin Takom nyThb
HeOdocCTyrneH, oH NpuberaeT K fallback-mexaHun3my (sleeve) onsa nepecbiikn TpapurKa.
WeaveNet BkntovaeT ceot DNS-cepsep (WeaveDNS) ang paspelieHns UMEH Mmexxay
KoHTenHepamu. Moaaep>xxka NetworkPolicy peann3oBaHa Yyepes OTAEJIbHbIA KOHTENHep
weave-npc, KoTopbin BHegpseT iptables-npasuna no nonntmnkam K8s. a, n ewé Weave
MOXKeT wundpoBaTb Tpaduk (IPsec) ona 6ezonacHoCTU. [LOCTOMHCTBA: O4YEHb MPOCTas
yCTaHOBKa, aBTOMaTM4eckoe nocTtpoeHne mesh-cetu, paboTaeT ga)ke B CJIOXKHbIX CETAX
(nopnepxusaeT overlapping networks, T.K. NONIHOCTbIO BUPTYyanan3yeT CeTb NOBEPX
cywiecTtBytowen). ECTb kKoMmMmepyeckaa nogaepxka. HepoctaTku: 13-3a UCNOSb30BaHUSA
Ha ypoBHe agpa Linux - Tonbko and Linux-y3na08; gon. wudpoBaHne n oBepsen MoryT
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CHMXaTb cKopocCTb (fast datapath HMBenmpyeT 4acTb HakNaAHbIX PAaCcX040B, HO BCE Xe
npamon routing 6bicTpee)

e Antrea — npoekTt VMware, Kubernetes-HaTueHbIn CNI Ha 6a3e Open vSwitch (OVS).
Kaxxgomy y3ny ctaButcsa OVS-kommyTaTop, a Antrea-KoHTposi1ep ynpasiseT NoTOKOM
npaBua B 3TUX KOMMyTaTopax. TaknuMm obpa3om, Antrea obecneymBaeT eguHbIN CTEK CETU
n nogaoepxmnpaeT Kubernetes NetworkPolicy Ha ypoBHe nMoTokoBbIX NpaBua OVS. Antrea
JNlerko nHTerpupyeTcs ¢ akocuctemon VMware (NSX) n MoXXeT paclumpsaTbCca 48 0CobbIx
HY>X [ (Hanpumep, annapaTHoe yckopeHume ¢ SmartNIC). Marockl: egnHbLIN NOAXO0A K
pa3HbIM MHGpPacTpykTypam (OVS abcTparupyeT pa3nnymsa obnakos/meTanna); rubkume
ceTeBble NOAUTUKN (NogaepxmBaeT cTaHgapTHble NP u gononHuTensHole CRD oT Antrea,
Hanpumep Antrea NetworkPolicy ons mexxknactepHbiX Uan L7-ounbTpoB); BbICOKNN
performance Ha 6onblmnx policy-cnuckax (OVS macwTtabupyeTtca nyduwe iptables no
yucny npasuna). MuHycel: nobasnseT ewé oanH cnon (OVS); 4yTb MeHee NonynspeH,
nosToMy coobuiecTBo MeHbLe, YyeM y Calico/Cilium.

e Multus — ocobbin CNI-n1armH, ToyHee MeTa-nJjiaruH, No3BOJIAIOLWNA NOAKIYaTb K
noay HeCKOJIbKO CeTeBbIX MHTepdencos. Mo yMon4aHuto y noga ogHa ceTb, HO Multus
0AéT BO3MOXKHOCTb 006aBAsATb 4ONONHUTENbHbIE CETU (HanpuMmep, BTOPYHO CeTb AN
XpaHeHus, BblaesieHHY0 SR-IOV nHTepdenc ona BeICOKOCKOPOCTHOro Tpaduka n T.m.).
Multus He 3ameHseT ocHoBHOM CNI, a paboTaeT NoBepx Hero: OH Bbi3biBaeT 0CHOBHOM CNI
0J151 OCHOBHOro nHTepdenca n gononHntTensHole CNI ang gononHuTenbHbIX. Multus YyacTo
ncrnonb3syeTcs B NFV (BupTyanmsaumnsa ceteBblX pyHKUNN), Telco-npunoXxeHusax, a Takxe
coBMecTHO ¢ Cilium nnu Calico gnga BblgeneHusa cepsuc-cetn n data-plane cetn.

OcHOBHbIe 13 06CyXXAaeMbIX Bbllie TE3MCOB MOXKHO CBECTU B TaKylo Tabnmnyky:

CNI-nnaruvH Mopxop K ceTn OcobeHHOCTH
Calico L3 mapwpyTtusauunsa (BGP) nnn MacwTabupyembin CNI-nnarmH ¢
osepnen (IPIP/VXLAN) XOpoLlen Npon3BOANTENIBHOCTLIO;

obecneymBaeT rnbkyto ceTeByto
CBA3HOCTb; ncnosb3yet BGP

Flannel L3 osepnen (VXLAN no ymonyaHuto) JNerkosecHbIn CNI-nnaruH; cosgaért
OBepJIeNHyto ceTb (C
ncrnonb3oBaHnem VXLAN v UDP)
015 NOAKJIIOYEHMS NOLOB; BOMNPeKU
pacxo)xeMmy MHeHuto Flannel ewwé xuBs
1 BrnoaHe cebe ncnosb3lyercs

Cilium eBPF B sgpe (6e3 IPTables), VXLAN Ncnonb3yeT eBPF onsa obecneveHuns
oBepaen nau npamon L3 BbICOKOMPOU3BOANTENLHOIO,
(BGP/mapLupyThl) MacwTabupyemoro n 6esonacHoro

CeTeBOro B3aMMOAENCTBUS C
neTanbHOW NoNMTUKon 6esonacHoCTU
N C MOHUTOPUHIOM



Weave Net L2/L3 mesh-oBepnen Co34aéT BMpTYyanbHylto,
LeueHTpann30BaHHY CeTb C
aBTOMaTU4YeCKMM 06MeHOM
nHpopMaLMen o MapLupyTax,
NHKaNcynaumnen nakeTos n
noanep>XKor obHapy>XeHns cepBrCcoB

Antrea L2 oBepnen Ha OVS Kubernetes-HaTuBHbIN OVS-noaxoa:
eOVHbIA CTeK Ha pa3HbIX MjoLlaakax
(o6bnako/oH-npem). Fnybokas
nHTEerpaums c skocuctemom VMware
(NSX). Beibop onsa rubpuaHbix
obnakoB n enterprise-cpeg,
TpebyoLnX pacliMpPeHHbIX NOJNTUK 1
MOHUTOPUHTa.

Multus Meta-CNI (kombuHauwnsa ceTen) He obecrnevynBaeT ceTb cam rno cebe,
a no3BoaseT NoAy MMeTb HEeCKOJIbKO
NHTepdencos (Ka)kabln Yepes CBoOMn
CNI). icnonb3yeTcs ons pasaeneHus
ceTeBOro Tpaduka rno pasamyHbIiM
ceTam/Bnagesibuam

Service Mesh n ero BansgHme Ha ceThb

Service Mesh — HaacTpoika, pelwamoLwas 3a4a4m KOMMYHUKALUKM MexXxay cepBucaMu Ha ypoBHe
npunoxxeHun (L7): aBToMaTn4yeckasa TpacCcMpoBKa, banaHCMPOBKa 3arnpocoB, W poBaHUeE Mexay
cepsucamm (MTLS), aBTopusauunsa u T.4. NonynapHblie peanusaunnm — Istio, Linkerd, Cilium Service
Mesh (n gpyrue, Hanpumep Consul Connect).

Knaccnyeckun Service Mesh ucnonb3syeT naTtTepH sidecar. HarnoMHI0 CyTb 3TOro naTrepHa: B Nofg K
KOHTeNHepy C NpuioxeHnem nobaBnsaeTcsa BCNOMoOraTe/lbHbI KOHTENHep-sidecar, Hanpumep
Envoy. 9TOT NpoKcK nepexBaTbiBaeT BECb BXOAALWMA N NCXOAAWMNA TpadnK NpuioxeHnsa (Kak
npaBunio, Yepes iptables-peanpekT Ha ypoBHe noaa) 1 BbIMOJHAET HeobxoanMble PYHKLNN:
wundpyeT coegnHeHnsa (MTLS), cobnpaeT MeTpMKK, MapLpPYTU3MPYET BbI30BbI MO MpaBuIamM
(Hanpumep, 10% Tpadvka Ha HOBYIO Bepcuto ona Canary-penmsa) v T.n. Co CTOPOHbI CEeTU
Ka)keTcs, 4To nof A obuiaeTcs HanpsMyto C ApyruMm nofaom B, HO Ha caMoM fene Tpaduk OET
TaK: NpuaoxeHne A — NoKasbHbIN sidecar — sidecar nonydyatensa — npuao>xeHume B.

Istio — Hanbonee pyHKLMOHANbHBIN (HA JaHHbIN MOMEHT) U pacnpoCcTpaHEéHHbIN Service Mesh.
Ncnonb3yeT npokcn Envoy B KayecTBe cankapa u TakxXe UCnosib3yeT Istiod, KoTopbIn no3sonseT
HacTpanBaTb NpokcK Envoy. Istio npegnaraet 6oratble BOSMOXHOCTUY yNpaBaeHUsA TpaguKoM
(VirtualService/DestinationRule gnsa peannsauun Canary-penn3os, mirror-tpadpuka n np.),
CKBO3HOe WwudpoBaHmne mTLS (PeerAuthentication, AuthorizationPolicy), nHterpauuto c
TenemeTpuen (Prometheus, Jaeger), fault injection, n MHoroe gpyroe. B 4ém nogsox? lNnaTa 3a
r’MbKOCTb — CNIOXXHOCTb N HaKNaAHble pacxoabl. Kaxxabin Pod ¢ cangkapom notpebnseTr
pononHntTensHble CPU/RAM n nobasnsaeTt ~1-2 nepexona no cetu (4epes npokcun). B 6onbLumx
MacwTabax (COTHM MUKPOCEPBUCOB) 3TO NPUBOAUT K MHOXKECTBY MPOKCU, 4TO Kencu XanTtayap
MeTKO Ha3Bah "service mess". B 2023 roay Istio npeactasun pexum Ambient Mesh (6e3
canfkKaposB, C LaeMOHOB ztunnel), HO OH eLLé pa3BMBaeTCH.
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Linkerd — nérkuin cepsuc-mell, naHadanbHo oT Kubernetes community (CNCF). B Linkerd 2
NCNOoNb3yeTCca COBCTBEHHbIN yNbTpa-NerkoBeCHbIN NPOKCK (HanmcaH Ha Rust KCTaTu) Kak cangkap.
OyYHKLMOHaNbHOCTbL Y Linkerd 4yTb MeHblle, YeM Y Istio (paHee He BbII0 NONHOI0 aHAMIOrNYHOIo
L7-maplpyTmn3aTopa — TOJIbKO NPOCTble MeToAbl 6aNaHCUPOBKN M MOHUTOPUHIA), HO OH MpoLle B
YCTaHOBKe 1 noTpebnseT MeHblle pecypcoB. Linkerd genaeT ynop Ha NpoCcTOTY U BbICOKYO
HaOEXHOCTb 6a30BbIX PYHKUMIN: MTLS No yMonyaHuto, peTpan/TanmayTbl, MeTpukun Golden Metrics
(latency, success rate) B KaXabli NPOKCKU. N8 MHOrMX Cay4aeB 3TOro 4oCTaTo4Ho, 1 Linkerd
3aBoeBasi NONYJIIPHOCTb Kak 6osiee NpoCTOM B UCMOJ/Ib30BaHNM MeLL.

Cilium Service Mesh — oTHOCUTENbHO HOBLIN Noaxond, obbveanHaowmm L3/CNI v L7/mew B
eguHbIn cnon. Cilium, Kak onnMcaHo BbIWe, MOXXET Ha YPOBHE Aapa nepexesaTbiBaTb TPapuUK. 3a
CYE€T eBPF Cilium peannsyeTt 4acTb pyHKUM MeLwla 6e3 cangkapoBs: wnugpoBaHue mTLS Ha ypoBHe
y3na (KNo4n 3arpy>katoTcs B 54p0, Tpahuk Mexxay nogaMmu WngpyeTcsa npo3padHo), L7-nonmTtuky
(punbTpauns HTTP), 6a3osyto 6anaHCcMpoBKy. On8 NpoABUHYTbIX cLueHapues (mnoameHa URL,
CNoXXHbI poyTnHr gRPC 1 1.4.) Cilium nHTerpupyetcsa c Envoy, Ho Envoy moxeT paboTaTb He Kak
canpkap, a Kak 0eMOHCEeT Ha y3/e. B TakoM pexxnme Ha y3Jse 3anylieH oguH Envoy, KoTopbli
obcny>XKmnBaeT HECKOJIbKO MOAOB, Bbi3biBasiCb €éBPF-nporpamMmamMun TonbKo Npu HeobxoammocTun L7-
npeobpa3zoBaHUin. DTO yCTPaHSAET ABOVMHOE NPOXoXXAeHne Yyepes Npokcn (B 0bbIYHOM service mesh
- UCXOOALWNI MPOKCUN Y KJINEHTa + BXOOALWMNN Y CEPBUCA), HTO CHMXKAET 3aepPXXKN N HaKNagHble
pacxoabl. ECnn xxe Hy>XeH nonHbIn yHKumoHan Istio, Cilium ymeeTt paboTaTb n BMecTe c Istio
(ncnonb3ys 3HaHMe o sidecar Envoy, onTumMmnanpys nyTb 40 Hero). Takum obpasom, Cilium Service
Mesh npegnaraet Bbibop: ¢ canagkapoM nam 6e3. OcHosHom ynop Cilium Service Mesh — cHM>xeHune
oBepxefa N yCJIOXXHEHUN, CBA3aHHbIX C cangkap-mMeLllamu, € NOMOLLbIO MepeHoca YacTu onepauunm
B a4po (eBPF).
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BnuaHue service mesh Ha ceTeByl0 apxXUMTeKTypy: C To4kM 3peHunsa CNI n ceTtun L3, service
mesh — 0onoJHUTENbHbIN YpoBeHb. OH He 3aMeHsieT 6a30BYylo CceTb (MNOAbl BCE TaK e nmetoT IP n
obmeHuBaTCA NakeTamn), HO fobaBnseT NPOKCU-NMPOCNONKY. Onsa Toro, KTo byaet aaMUHUTD,
3TO O3HayYaeT:

e Hanpumep, Hy>XHO y4nUTbIBaTb, 4TO Istio Mo ymMon4aHuio nepenogHNMaEeT BECb BXOAALWLNN
Tpaduk Ha nopTy 15006 Envoy. M3-3a 3TOro TpagnuuMOHHbIE CETEBbIE MOJIUTUKM,
OCHOBaHHbIe Ha IP/nopT, MOryT HavYaTb paboTaTb nHa4e.

e TakXe yC/IOXKHAETCA OTNafKa: tcpdump BHYTPM Noda NOKa)KeT Tpadhuk A0/nocne NpoKcu,
a He Hanpsamyto Mexxay npuaoxxeHmnsamu. MNpu npobnemax Hy>XKHO NPOBEPSATb Kak ceTb L3
(CNI), Tak n KOHUTypaLWio BUPTYaJibHbIX CEPBUCOB, CeEPTUdUKaATBl MTLS n T.4.

e [MosABNAIOTCA OOMONHUTENbHbIE CEPBUCHI: Y Istio, Hanpumep, nosasnaseTca IngressGateway
(cmeumanbHbIn Envoy Ha BXo4 B mesh) — 3To elé oANH KOMMOHEHT, 3@ KOTOPbIM HY>XXHO
cneanTb (MOHUTOPUHI, MacwTabnpoBaHue n T4).

e PecypcChbl: TbiCAYM CaAKapOB MOryT NOoTpebnaTh cyuiecTBeHHbIn 06béM CPU/RAM. B
TakoM criyqae 610a>KeTbl peCypCcoB HY>XHO MJaHMPOBaTh C Y4€ToM ~20-30% oBepxenda Ha
service mesh.

HecMoTpsa Ha 3TK MpaYvHble CTOPOHbI service mesh, OHU y>Xe CTasn CTaH4aPTHbIM KOMMOHEHTOM
061a4HbIX NNATHOPM, TakK 4TO HY>KHO OPMEHTUPOBATLCA B TOM, Kak OHM paboTatoT. MNapa
I03KEeNCOB — HanpuMep, HY>KHO 3HaTb, KaK HAaCTPOUTb ceTeBble NoAnTuKK Calico, 4To6blI OHYK
y4nThIBaIM Tpaduk Istio, nam Kak BKIKYUTb peXXMM NnepexBaTa BCEro egress-tpaduka yepes
mesh gateway n y6egntbcs, 4to Cloud NAT/Firewall nponyckaeT TO/IbKO pa3peLlléHHbIE MOPThI.
Tak>Xe HY>XKHO MoHMMaTb Modesnb 6e3onacHoCTU: Npy MTLS cepBUCHl ayTEHTUHULMPYIOTCA NO
X.509 cepTnpmkaTtam, a network policy Ha ypoBHe IP MOXXeT BnAeTb TOJIbKO 3alunpPOBaHHbLIN
noToK. Mo3TOMy 4acTo ceTb L3 ncnosb3syeTcsa 415 BbICOKOYPOBHEBOW NU30ALUUN (CKaXKeM, Ha
YPOBHE HENMCMENCOB), @ BHYTPU HEMMCNENCOB LOBEPUE U pa3rpaHNYEeHme peanmsyeTcs C
rnomMoLlbio MTLS 1 aBTopmM3aLmnmM 3arnpocos.

TLDR: Service Mesh nobasnseT ypoBeHb L7 noBepx ceTu Kubernetes. Kntoyesble pewieHnsa — Istio
(6boraThin yHKLMOHAN, HO TS>XeNoBeCHbIN), Linkerd (npolue v nerye) v HoBble MOAXOAbl TUMNA
Cilium Service Mesh (cTpemneHune Kk becwoBHon nHTerpaumm ¢ CNI yepes eBPF). AoMuHy
Kubernetes Ba>xHO MOHMMaTb Hak/JlagHble pacxoAbl CANAKAPOB U YMeTb OT/NaXKnBaTb Npobnemsl,
BO3HUMKaloLWMe B pacrnpenesiéHHbIX MUKpOCepBucax.

BanaHcMpoBKa Harpys3ku n KoOHTpoJsiepsl Ingress

IOnsa peanmsaynm K cepemcamM 4OCTyMNa M3BHE UCMNOJIb3YOTCSA 2 OCHOBHbIX Me@XaHu3Ma: CepBUCHI
Tnna LoadBalancer (06bl4HO ONMpaloTCa Ha BHELWHME CpeacTBa) U Ingress-KoHTPOo1epbI
(peanunsytoT obpaTHLIN NPOKCK BHYTPU KJlacTepa).

LoadBalancer. B o6bnakax (AWS, GCP, Azure, YandexCloud) Kubernetes moxxeT aBToMaTn4yeckun
co3faBaTb BHewWwHWN 6anaHCMpPOBLUMK A5 cepBuca ¢ Tunom LoadBalancer. Hanpumep, B AWS 370
knaccmnyeckmnm ELB/ALB, B GCP — Cloud Load Balancer. Knactep 3anpawmusaeT y APl obnaka
pecypc 6banaHCMpoBLUMKA, HacTpanBaeT ero Ha HY>XHbI NOPT, 1 NpuBA3bIBaeT K IP-agpecam y3nos
(nns NodePort) nnm npsamo kK nogam (B HEKOTOPbIX 061akax). DTO CaMbii NPOCTOM Ccnocob
npenocTaBUTb CEPBUCY CBA3b C BHELWHMM MUPOM, O4HAKO OH 3aBUCUT OT obnaka n HecéTt



onpenenéHHble 3a4ep>XKu Ha CO3HaHMe U HacTponKy obnayHoro LB. B oH-npeM xe Takoro
MexaHM3Ma HeT, M03TOMY UCMNOJIb3YITCA NporpaMMHble 6anaHCMpoBLW KKK Tuna MetalLB — nemoH,
KOTOPbIN NPUTBOPSAETCS KOHTPOI1epoM BaslaHCMPOBLLNKOB: B pexxume L2 oH oTBevaeT ARP Ha
BUpTyasibHble IP cepBucoB, a B pexxume BGP aHoHcupyeT IP cepBUCOB B Bally (pU3NYECKYIO CeTb.

Ingress-KoHTponnep. Ingress nossonseT onucaTb L7-npaBuna (MapwpyTbl HTTP) n BupTyasbHbie
XOCTbl. Ho Ingress Kak Mbl MOMHUM 3TO BCero anwb 06bekT B APl Kubernetes, noatomy emy ans
paboThbl HEOOXOAMM KOHTpPOMIEP — OBLIYHO 3TO CMEeLnasbHO HAaCTPOEHHLIN Beb-npokcu. M3 Toro,
yT1o A Bnaen: NGINX Ingress, HAProxy Ingress, Traefik, Hy n peweHunsa Ha 6a3e Envoy (NpoekTbl
Contour, Ambassador nnu cam Istio ingressgateway). Bce OHM BbIMOJHAIOT CXOXY PYHKLMIO -
npuHuMatoT HTTP/HTTPS cHapy>Xn 1 npoOKCUPYIOT €ro K Hy>KHOMY CepBUCY B KJlacTepe Mo
npasuaam. Npm 3TOM eCTb HEKOTOPbIE HI0AHChI:

e Nginx Ingress — fe-takTo CTaHOapT, MHOro fieT npoekT kubernetes/ingress-nginx
CNYyXXUT HagéxxHom paboyen nowankon. Nginx nssecteH ceoen cTabuibHOCTbLIO U
boraTcTBOM BO3MOXKHOCTeN (TLS, mnepeHanpaBaeHuns, cxatue, nepenncbiBaHne URL m
T.n.). KoHTponnep Nginx nmeeT 60/1bLUYI0 KOMBIOHUTU-NOAAEPXKKY U XOPOLLO MOAXOANT
018 npojdakiweHa. VI3 MMHYCOB pa3Be 4TO — KOH(Urypaumsa Yyepes aHHOTauum He Bcerpa
npo3payvyHa, a HeKoTopble NPoABUHYThIe Beln TpebyloT 3HaHne CMHTaKCcuca caMoro
Nginx.

e Traefik — coBpeMeHHbIN NMPOKCU, HaNNCaHHbIN Ha GO, NONYNAPHbLIA B Kaya-HenTUB
Kpyrax. Traefik nerko nHTerpupyeTcsa ¢ ouHaMU4eCKUMmn cpefamMmm: aBToMaTUYeCKH
obHapy>XMBaeT HOBble CEPBUCHI, yMEEeT 3anpalunBaTb N 06HOBNATL cepTudmKaTbl Lets
Encrypt, umeeT yoobHyto gawbopay. Ero 4acto BbibmpaloT, €Can BaXkKHbl AUHaMU4Yeckoe
obHoBIEHNE KOHUIYpauun n aBToMaTmlaumnsa SSL — Traefik moxxeT 6e3 nepesanycka
NPUMEHATb HOBble MapLUPYThl U cepTudukaThl. TakXe Traefik nogoepxvBaeT MHOro
npoTtokonoB (WebSocket, HTTP/2, gRPC) n gononHuntenbHble dukm (middleware ana
aBTOpu3auumn, rate limiting). MUHyYCbI: Ha 04eHb BbICOKNX Harpy3Kax ycTyrnaeTt
Nginx/HAProxy no npon3ssognTenbHOCTU; HY N ero KoHpurypaumnsa MeHee 3Hakoma
cpefHeCcTaTUCTUYeCKOMY aMUHY.

e HAProxy Ingress — KoHTposinep Ha 6a3ze HAProxy, KOTOpbIf, Kak Mbl 3HaeM, 0AMH 13
caMbIX BbICTPbIX 6anaHcnpoBLLNKOB L7. HAProxy-uHrpecc moxeT obpabaTbiBaTb B 2 pa3sa
6osiblLe 3anpoCoB B CEeKyHAy, 4em Envoy nam Nginx, n npm aToM notpedbnsaeT MeHbLUe
CPU. OH oT/iM4HO cnpasnaeTcs ¢ 60AbWNUM YNCIOM COeAUHEHUI U MaflbiIM BPEMEHEM
OTKIMKa. KoHTpossiep HAProxy npeagsiaraeT MHOro HacTpoek, BktoYvas TCP-
NpoKcMpoBaHue (19 HeCTaHA4APTHbLIX NPOTOKONO0B). EFo CTOUT paccMmaTpuBaTh, €C/n
TpebyeTca MakCcMMasibHasa NPON3BOANTESIbHOCTb U HU3KME 3aepXKn. N3 MnHycos —
coobuiecTBO MeHblUe, 4eM Yy Nginx, n 4yTb CNOXKHEE HAaNTU NpUMepbl KOHPOUIOB.

e Envoy (APl Gateway) — Envoy npumeHsieTcs He TONIbLKO B mesh, HO 1 B Ka4yecTBe
standalone ingress/API-wnto3a. NMpoekTbl Contour n Ambassador — nonynsipHble
KOHTpoOepbl, ncnosbsytowme Envoy. Envoy cnaBmntcsa noanep>xKom npoaBuHyTbix L7-
duwek: guHamm4eckoe obHoBNeHMe KoHpurypaumnm 4epes gRPC (xDS API), BO3MOXXHOCTH
Tenemetpun. Envoy cnpoektupoBaH Kak Cloud Native c camoro Havyana n nmeet
oTAnYHYyto nogaepxkKy HTTP/2, gRPC. Ecnun TpebytoTca paclumpaeMocTb N MHTerpaums c
service mesh, Envoy-kKoHTponnep - xopowwunii Bbibop. Ecnn roBopuTb 0 npoekTax Contour
n Ambassador, To nepBbIn HOKyCcUpyeTca Ha npocToTe: ncrnosbsyet CRD HTTPProxy



(anbTepHaTMBa Ingress, ynpouiatoLwas cCnoXxHble KoOHGUrn), a Ambassador genaeTt ynop
Ha MHTerpauunto APl Gateway (aBTopusauus, 1 T4).

TyT MOXKHO YyNOMsAHYTb, 4TO B Kubernetes pa3snBaeTcs HOBbIN CTaHAAPTWU30BaHHbIN APl ons
ceTeBbIX W030B — Gateway APIL. OH 6osiee rubkunin, 4em cTapbi Ingress (mogaep>xmeaeT
pa3rpaHn4YeHne posien, pa3HbiX MPOTOKO0B: He ToNbko HTTP, n T4). B uenom BeirnaanTt

WHTepecHO 1 MHoroobellatoLe

HemHoro nogpesmoMupyemM uchopMau,mo o ingress-KOHTponnepax:

KonTponnep

Nginx Ingress

Traefik

HAProxy Ingress

Envoy-based
(Contour/Ambassador)

OcobeHHOoCTH

MpoBepeHHasa BpeMeHeM
HaAEXHOCTb; MHOIO (PyHKLNIA 1
HacTpoek (nepenuncbiBaHue URL,
TepMunHaunsa SSL/TLS,
ayTeHTudunkaums); bonbLlioe
KOMbIOHUTN.

OnHammnyeckasa KoHpuUrypaums
(aBTOOBHaApy>XKeHNe CEepBUCOB);
BCTpoeHHasa nogaep>xka ACME (Lets
Encrypt) ona SSL; Be6-nHTepdelic
01 MOHUTOPVHra.

BbiCcOKasi MPON3BOANTENBHOCTh 1
HU3KME 3a0epXXKN; MUHUMallbHOe
notpebnerue CPU npu 6onbLumx
Harpy3kax; CuJibHasi CTOpoHa -
TCP/UDP 6anaHcupoBkKa (L4), a Takxe
L7.

PacwunpsemMmocTb 4Yepes puabTpbl
Envoy; roTOBHOCTb K C/IOXHbIM
cueHapuam (Auth, rate-limit, gRPC
proxy u Ap.); NjiaBHasa nHTerpauusa c
cepBuc-meLem (ToT xe Envoy
rMo3BOJISeT pasfensaTb KOHpUr).

Korpa NMPUMEeHATb

YHUBepcasibHOe pelleHne ans
60NbLINHCTBA KNacTepos,
CTabnnbHOCTbL, NpeackasyemMocTb 1
LWMpOKasa nogaep>kka (MHoro
npumepos).

NpoeaneH onga cpep c 4acTo
MEHSALWMMUNCA CepBMCaMu, rae
Ba>KHa aBTOMaTM3aLMS.
HacTpanBaeTcs 4OBOJILHO BbICTPO

Korpa Tpamk o4eHb MHTEHCUBHBbIN
WM KPUTUYHA CKOPOCTb OTKJIMKA
(bnHTEX, peknamMHble cuctemsl). JlInbo
ecnn TpebyeTca eQnHbIA KOHTpoOep
ona HTTP v HecTtaHpoapTHbIX TCP-
CepBuCOB.

Bbibop onsa APl Gateway cueHapues
— Korpa ingress foJ1>KeH BbIMOJIHATb
npoABuHyTble PyHKUUK API-Luito3a,
Wan B cpefax, rae yxxe ncrnosb3yeTcs
Istio N Hy>KHa KOHCUCTEHTHOCTb
CcTeKka.

Ha camom pgene, paccmaTpuBas ceTb B Kubernetes n rosops npo CNI n service mesh, oas noaHoOThI
KapTUHbI MOXKHO eLé pacCMOTPeTb BOMPOC B3aMMOAENCTBUSA MEXOY HECKOJIbKMMM KlacTepaMu
(Hennoxoe peweHue npeanaraeT Cilium cluster mesh, go 8 knacTtepoB), a Tak>xe BONpPoOC
B3ammonenctemsa k8s c ceTbto 061a4HbIX NPOBaNAEPOB, HO BUAVMMO 3TO OyAeT B APYron cTaTbe)

A noka npepnnarato Oﬁcy,D,I/ITb peweHne CaMbliX 4aCTbIX np06neM C CeTbIO B KJlaCTepe, KOoTopble

MOrYT BO3HUKHYTb

TpabnwyTnHr cetn B Kubernetes

ba3oBble Warm AMarHoCTUKM B LLeJIOM OYEeBUOHbI:



1. NMoHATb, B 4éM npobnemMma — f10KaNM30BaTb, YTO He paboTaeT: Noa He MoXXeT
[OCTy4YaTbCa Ao Apyroro nofa (npobsnema BHYTPUKIACTEPHOW CBA3N), NN CEPBUC HE
oTBeYaeT (npobnema c kube-proxy nam sHONONHTaMM), NN MOXXET BXOAALWNNA TPpaUK He
noxogut (npobnema c Ingress nnm c LoadBalancer)

2. basoBasa npoBepkKa: crnepsa CTonT ybeaomTcs, 4To noa 3anyuweH n nmeeT IP — kubectl
get pod -o wide , YTO Ha Hoae co3aaH veth-nHTepgenc — ifconfig nmnm ip addr
(MHTepdenc Ha3BaH B Ayxe calixxxx ang Calico nnn vethxxx ). Ecnn Pod Boobuie He
nonyynn IP — npobnema Ha ypoBHe CNI (nnarvH paboTaeT HE KOPPEKTHO), CMOTPUM 10T K
CNI (Hanpumep, kubectl logs -n kube-system pod/calico-node-... ).

3. MpoBepkKa aoctynHocTu DNS: 4acTo NpunaoXeHnsa NOMarTCsA N3-3a HEBO3MOXXHOCTH
paspewnTb NMA cepsuca. MoxxHo rnposepnTb CoreDNS: kubectl get pods -n kube-system -
1 k8s-app=kube-dns — noAabl A0JXKHbI 6bITb Running. Mo>xHo 3anTn B tobon Pod 1
nornpoboBaTb nslookup myservice.myns.svc.cluster.local WM NPOCTO nslookup
kubernetes.default . ECm He oTBe4YaeT — cMmoTpuM norn CoreDNS 4epes kubectl logs .
PacnpocTpaHéHHasa npuyinHa — npobnemsbl ¢ iptables-npasnnamn gna kube-dns cepsucos
nnn cbonm CoreDNS nnaruHa.

MonesHble pna Tpa6n|.uyTuHra UHCTPYME@HTbl, KOMaHAbl U T.A4:

e 3aMnycK BpeMeHHbIX KOHTENHEPOB OJ1 AMArHOCTUKKW. HanpuMep, ecin Hy)XKHO NPOBEPUTb
NOAKJIIOYEHME MO CETU, MOXKHO 3anyCTUTb NOJA nicolaka/netshoot :

kubectl run -it --rm debug --image=nicolaka/netshoot -- /bin/bash

IToT 06pa3 netshoot COOEPXXMUT MHOro ceTeBbIX yTUAUT (ping, dig, iperf, n Ta). BHyTpun
HEero MO>XHO NoMNbITaTbCA AOCTYYaTbCA 4O HY>)XKHOro agpeca/cepsuca (ping, curl). Ecan
MoA y>Ke CyLWecTBYeT, HO 63 HY)XHbIX YyTUANT (4acTo obpa3bl MMHMMasbHbI), MOXXHO
NCNONb30BaTb BPEMEHHbLIN KOHTENHepP, NoAK/4YaeMbin K paboTatowemy noay ans
oTnagku. Yto-To B Ayxe:

kubectl debug -it mypod --image=busybox --target=app-container -- /bin/sh

370 nobaBuT B Noa mypod HOBbIN KOHTeEMHepP 13 obpasza busybox n cpasy oTKpoeT Lwenn.
[oBoNbHO yA06HO, MOCKO/IbLKY HE HY>XHO AaBaTb AOCTYyn rno SSH Ha Hoaoy — oTnagka
NPONCXoauT Ha YpPOBHe nopaa.

o tcpdump v aHanus Tpacgumka: MoXXHO 3aNyCTUTb tcpdump BHYTPW BPEMEHHOIO
KOHTEeNHepa, Nan fa><e YCTaHOBUTb €ro NpsiMo B nod. [onyyYeHHbIn Tpahuk MOXKHO
BbIBECTM U NpoaHann3npoBaTb C noMowbtlo Wireshark:

kubectl exec mypod -c app -- tcpdump -i any -w - | wireshark -k -i -

97O MO3BOJINT YBUOETb, KakMe nakeTbl NPpUXOLAT (M NPUXOLAT M) Ha MHTepgeinc
KoHTenHepa. KoHevyHo, ecaim nog He nosy4aeT TpaduK nU3-3a HEKOPPEKTHbIX CETEBbIX
MOJINTUK HOAObl, BO3MOXXHO, MPUAETCA AenaTb tcpdump Ha Hoge. O6bI4HO gocTyn no SSH
Ha HOAbl OrpaHnyeH (B managed KnacTtepax), HO €C/im BO3MOXXHO — tcpdump -i
<uHTepdeiic nopa> host <PodIP> Ha y3/1€ MOKa)KeT, MPOXOLAT Jin NAKeThI.



e iptables / IPVS puarHocrtuka: Ha y3ne, roe obHapy>xeH npobnemMHbIn nog nav cepeuc,
MO>XHO MPOBEPUTHL Lienoykn iptables:

iptables -L -t nat | grep <ServiceIP>

OonxHa 6biTb 3anuck B KUBE-SERVICES, koTopas DNAT ServicelP -> PodIP (Endpoint).
Ecnn eé HeT — kube-proxy He nponuncan npasuno, 3HaunT Nmbo kube-proxy He paboTaeT,
nnbo Service/Endpoint HenpaBubHO 3aKOHOMUIYpUPOBaHbI. B pexxnme IPVS:

ipvsadm -Ln

NOKa>keT BMPTYasibHble CEPBUCHI U peaibHble cepBepa. ONATb XKe, CMOTPUM eCTb I Hall
ClusterlP.

YacTbIN KENC: CepBUC eCTb, a NOAbl K HEMY He noak4vatoTcs. NpoBepsem, eCTb n
SHAMOWHT: kubectl get endpoints mysvc — eC/M MYyCTO, 3HAYUT CEPBUC He Halwén Pod
(MeTKkn He coBnanu, nnu Pod not Ready). Ecnu endpoints ecTb, HO iptables He conepxuT
— npobnema B kube-proxy (cMmoTpuM kubectl logs -n kube-system kube-proxy-... ).

e NetworkPolicy otnapka: O4yeBngHo, ecsm co3gaHa NoanTuKa N 4To-To He paboTaeT,
Jlyylwe cHa4vasia BpEMEHHO yAaAnTb 3Ty NONTUKY 1 npoBepuTb. Y Calico KcTaTu ecTb
yTnnuTta calicoctl, ¢ noMoLbio KOTOPON MOXXHO CMOTPETh KakKne MMeHHO npasuia
npuMeHeHbl Ha y3s1ax (calico BeiBOaMT iptables rules). Ho 06bI4HO fOCTaTOYHO
BHMMaTeIbHO MPOBEPUTb CEJIEKTOPbI M hamespace MoJUTUKN.

e eBPF-TpaccupoBKa: B cOBpeMeHHbIX SApaxX MO>XHO UCMosb30BaTh bpftrace, nnbo
cneunann3npoBaHHbIie YTUNNTLI (Hanpumep, cilium monitor ecnu ncnosb3dyetca Cilium).
3710 6onee NPOABMHYTLIN WaAr — No3BosSET YBUAETb Ha YPOBHE siapa, NPOXOANT Nu
nakeT nnu gponaetcs. Hanpumep, cilium monitor noka>keT, 4To nakeT oT Pod A kK Pod B
OPOMHYT M3-3a MOJINTUKK, NN He npoLwén. Ecnm He ncnonbsyeTtca Cilium — MOXHO
3agencteoBaTb BCC ckpunThbl, HanpuMep, dropsnoop (MOKa3biBaeT NPUYUHbLI gpona
nakeToB)

o BasoBble Bo3Mo>XHOCTU kubectl gpna npocMmoTpa cobbiTUA M TA: kubectl describe
pod/svc — YaCTO COLAEPXXUT BarKHble cBeAeHUs (No He CMOr NPUKPENUTBLCA K CeTn, Uian
owmnbkmn EndpointSlice); kubectl get events --all-namespaces | grep ... - ObICTPbIA
crocob yBnaeThb, He 6b1J10 I aHOManun

YacTbie npobnemsl ¢ ceTbio B Kubernetes n ux peweHus:

o DNS He paboTaeT: cka)kxeM, noabl He Pe30/IBAT CEPBUCHI NN BHELLHNE agpeca.
PeweHune: ybeantbcs, 4To CoreDNS 3anyuieH. NpoBepuTb, HE Meperpy>XeH nu (MeTpuka
latency). NMocmoTpeTb ConfigMap coredns — BO3MOX>XHO, HEBEPHO HacTpoeH forward. Ecnu
DNS-nakeThbl He goxoaaT — npoBepuTsb iptables: kube-proxy nosmkeH nepexeBaTbiBaTb
UDP 53 Ha kube-dns IP. MOXXHO BbINO/IHNTbL nslookup kubernetes.default <DNSServiceIP> W13
noga — ecsv HeT oTBeTa, NPoBEePAThL Jlorn coredns. B page cinyy4yaeB NnoMoraeT cTapbii
nobpbin pectapTt CoreDNS

e Ingress He BOCTyNeH CHapy>XWu: Hanpumep, pa3BepHyaun Nginx Ingress, a No BHeWHeMY
IP nocTy4aTbCa 00 HEro He noJsiyvyaeTcs. 34eCb HECKO/IbKO BO3MOXHbIX MPUYUH:

o (a) 3abblnm aHHOTauUMO kKnacca ingress — n Kubernetes mor He npuBsA3aTb Ingress K
KoOHTponnepy. Hanpumep, ansa Nginx Hy>KHO kubernetes.io/ingress.class: "nginx"



(onea cTapblx BepCUN) AN ingressClassName: nginx .

o (6) B Service KoHTpoJisiepa HeT BHelHero IP - B o61ake npoBepuTb cTaTyC
LoadBalancer (nHorga oH Pending n3-3a KBOT naum subnet issues).

o (B) Firewall: Ha o6nake moxxeT 6n10kmpoBaTb NopT (B GKE NpyBaTHOM HY>XHO
co3pnaTtb npasusko firewall ong exooawmx Ha NodePort). PewweHne: nposepuTb
kubectl describe ingress Ha cobbITVSA - YacTo TaM NULWeEeTCH, ecnn Ingress He
npuBssancs. Takxe kubectl get svc -n ingress-nginx - BugeH nu External-IP. Ecnu
HeT - cMoTpeTb cobbITNA Ha cepBuce.

e Moabl Ha pa3HbIX y3n1ax He MoryT B3aumopeuncteoBaTtb (Flannel): korga-to 6bina
npobnema c Flannel — nocne nepesanycka Ho4 nofbl B Flannel-ceTn He moran
KOMMYHULUMPOBaTb, MOKa He nepe3anyctuwsb flanneld. 2To n3secTtHbin 6ar, KOTOPbIN
ncnpasnancsa obHosneHmem Flannel. C octanbHbIiM CNI 8 € TaKuUM He CTasKMBasCs, HO
obwnin nogxoa Takon: ecnu paboyvasa ceTb caloManacb Nocsie 06HOBIEHNS — MOXXHO
nepsBbIM Aenom nposepuTb changelog nnarvHa, BO3MOXXHO 3T0 bBar.

e Calico NetworkPolicy BegéTt cebsa cTpaHHO: nHorga rnocne yaaneHnsa/u3amMmeHeHus
NetworkPolicy moryT octaTbcs npaBuna iptables, 6noknpywowme Tpaguk.
OnarHocTmpoBaTh TaKyto npobneMy MoXxHO ¢ calicoctl diags, Tak>Xe MOXXHO
nepes3anycTuTb calico-agent Ha Hogax, 4Tobbl OH No4YncTua Npasuna. Calico B HOBbIX
BepCuax cTtan nydwe, Bpoae Takmx npobnem dbonbue He 6blno.

e Node NotReady, CNI plugin not initialized: Korga Hona peructpupyeTtcs, kubelet
XOET, 4To CNI HacTpouT loopback nHtepgenc n T.4. Ecnm CNI nogsuc, y3en nokasbiBaeT
NotReady c owimbkom CNI plugin not initialized . YacTas npuynHa — He coBnagaetT Pod
CIDR: HanpuMep, kubeadm-knactep pa3BepHyan C PodCIDR=10.244.0.0/16 , @ NOCTaBUIN
Calico ¢ 3Ha4YeHMeM No ymos4aHuMto 192.168.0.0/16 . PewleHune: ybeanTbCs, 4TO NMOACETb
rnoda B napameTtpax API-cepsepa n B ConfigMap CNI cosnagatoT. Ona Flannel ato cdnar

--pod-network-cidr B KOMaHAe kubeadm init W net-conf.json B DaemonSet flannel. Onga

Calico — ConfigMap ¢ 6nokom IPPool.

OTnagka ceTn — 3TO 3a4aCTYyI0 NpoLecc nckayeHus. NMostomy keep calm n meTognyHo
nposepsem: DNS? policy? iptables? CNI? Kaxxgas 13 3Tux nogcucTteM MOXKeT CTaTb NMPUYNHON
npobnem c ceTbto. VI3 cBOEro onbiTa MOry ckasaTb, 4TO 60NbLIMHCTBO "ceTeBbiX" Npobiem B
Kubernetes — 370 nnu HenpaBuibHO HAaCTPOEHHbIE NOANTUKK/INgress, nnn bar/orpaHu4eHune CNI-
nnarvHa, nmbo ownbka B KOHPUrypaummn. XopoLlas HOBOCTb: cenyac ceTeBon cTtek Kubernetes
[OCTaTOYHO CTabunbHbIN 1 Npo3paydHbin. NHCTpymeHTbl Bpoae Network Policy Editor, Hubble Ul
(mnsa Cilium) nnu BcTpoeHHbix kubernetes/debug KkomaHa obnerdatoT XXN3Hb, MOJIb3YNTECH)

Y10 ewié noymTaTb NO TEMeE:

e A Guide to the Kubernetes Networking Model — He camas cBe)xas CTaTbs, HO NoApo6bHO

obbsacHsAeT paboTy ceTn B Kubernetes, n rnobasbHO NoOY4TU HUYErO HE MOMEHSNOCH

e BM3yanbHOE pyKOBOACTBO MO AMArHOCTMKe HeucnpasHocTeln B Kubernetes — cxema

TpabnwyTuHra Kubernetes, npuknaabiBato 3To n3obparkeHne Huxe (CCblJIKa Ha OpUrmnHan
)

e Simplifying multi-clusters in Kubernetes — He3aTpoHyTas B paMKax 3TOW CTaTbW TeMa

MeXKJ1aCTepHOro B3aMMoOencTBus


https://sookocheff.com/post/kubernetes/understanding-kubernetes-networking-model/
https://habr.com/ru/companies/flant/articles/484954/
https://habrastorage.org/webt/u3/mo/qv/u3moqv94rhagxo6hlq-feuawtyc.png
https://www.cncf.io/blog/2021/04/12/simplifying-multi-clusters-in-kubernetes/

e A visual guide to Kubernetes networking fundamentals — Ha nanbuax obbAcCHAETCS

paboTa ceTn B Kubernetes, HekoTopble KAaPTUHKKN S MO3aMMCTBOBAJ1 OTCHOAA

e Hy n opuymanbHaga OKyMeHTaLns, KOHeYHo, n gna Service Mesh: Cilium Service Mesh,

Istio service mesh, n gns Bcero octasibHOro



https://opensource.com/article/22/6/kubernetes-networking-fundamentals
https://cilium.io/use-cases/service-mesh/
https://istio.io/latest/about/service-mesh/
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